7503

PROPOSED RULEMAKING

STATE BOARD OF NURSING

[ 49 PA. CODE CH. 21]
Licensure by Endorsement and Reactivation

The State Board of Nursing (Board) proposes to amend
§§ 21.30a and 21.156a (relating to continued competency)
regarding reactivation and add Subchapter K (relating to
licensure by endorsement under 63 Pa.C.S. § 3111) to
read as set forth in Annex A.

Effective Date

This proposed rulemaking will be effective upon publi-
cation of the final-form rulemaking in the Pennsylvania
Bulletin.

Statutory Authority

The amendments relating to reactivation are proposed
under the authority of section 2.1(k) of the Professional
Nursing Law (63 P.S. § 212.1(k)) and section 17.6 of the
Practical Nurse Law (63 P.S. § 667.6), which provide the
Board with general authority to establish standards for
the practice of professional and practical nursing, respec-
tively, and the practice of dietetics-nutrition.

The provisions of 63 Pa.C.S. § 3111 (relating to
licensure by endorsement) require licensing boards and
commissions to issue a license, certificate, registration or
permit to an applicant to allow practice in this Common-
wealth provided the applicant meets the following crite-
ria: holds a current license, certificate, registration or
permit from another state, territory or country whose
licensing requirements are substantially equivalent to or
exceed the requirements in this Commonwealth; demon-
strates competency; has not committed any act that
constitutes grounds for refusal, suspension or revocation
of a license, certificate, registration or permit to practice
that profession or occupation in this Commonwealth,
unless the board or commission determines such conduct
is not an impediment to granting the license, certificate,
registration or permit; is in good standing and has not
been disciplined by the jurisdiction that issued the li-
cense, certificate, registration or permit, unless the board
or commission determines such conduct is not an impedi-
ment to granting the license, certificate, registration or
permit; and the applicant pays fees, as established by
regulation. Additionally, 63 Pa.C.S. § 3111 authorizes
boards and commissions to issue a provisional license,
certificate, registration, or permit while an applicant is
satisfying remaining requirements for licensure by en-
dorsement, for which the Board must set by regulation
the terms of expiration. The new provisions in Subchapter
K are proposed under 63 Pa.C.S. § 3111.

The act of July 1, 2020 (P.L. 575, No. 53) added
63 Pa.C.S. § 3111 as part of the consolidation of the act of
July 2, 1993 (P.L. 345, No. 48) (Act 48) (repealed) into
Title 63, Chapter 31 (relating to powers and duties). The
text of 63 Pa.C.S. § 3111 was originally added to Act 48
by the act of July 1, 2019 (P.L. 292, No. 41).

Background and Need for the Amendments

This proposed rulemaking is needed to effectuate
63 Pa.C.S. § 3111, which requires the Board to issue a

license or certificate to applicants who meet the require-
ments for licensure by endorsement as set forth in
63 Pa.C.S. § 3111. Under 63 Pa.C.S. § 3111(a)(1), the
Board must determine whether the jurisdiction’s stan-
dards for licensure or certification are substantially
equivalent to or exceed those established by the Board.
Additionally, 63 Pa.C.S. § 3111(a)(2) requires the Board
to determine the methods of competency, including
completion of continuing education or experience in the
profession or occupation for at least 2 of the 5 years
immediately preceding the filing of the application. Under
63 Pa.C.S. § 3111(b)(2), the Board must establish, by
regulation, the expiration of the provisional endorsement
license. This proposed rulemaking sets forth the criteria
for eligibility for licensure by endorsement, including the
specific methods required for an applicant to demonstrate
competency as well as requirements for granting a provi-
sional endorsement license. In § 21.1104 (relating to
licensure by endorsement fee), this proposed rulemaking
sets forth the applicable fee for licensure by endorsement
applications under 63 Pa.C.S. § 3111. The proposed fees
are identical to existing licensure by endorsement fees by
licensure classification.

Licensure by endorsement under 63 Pa.C.S. § 3111 is
an alternate pathway for licensure and certification than
that delineated under section 7 of the Professional Nurs-
ing Law (63 P.S. § 217), section 6 of the Practical Nurse
Law (63 P.S. § 656) and §§ 21.28 and 21.155 (relating to
licensure by endorsement). Under these provisions, appli-
cants for registered nurse (RN), licensed practical nurse
(LPN) or licensed dietitian-nutritionist (LDN) licenses
must graduate from a Pennsylvania-equivalent program
in another jurisdiction and pass a Pennsylvania-
equivalent licensure examination. Similarly, applicants
for certification as a certified registered nurse practitioner
(CRNP) or as a clinical nurse specialist (CNS) must hold
an RN license, graduate from a Pennsylvania-equivalent
program in another jurisdiction and possess current
National certification, as applicable. Under the proposed
regulations and 63 Pa.C.S. § 3111, the Board reviews the
other jurisdiction’s law and determines whether it is
substantially equivalent to current licensure standards
for the profession.

Because the Board proposes methods in § 21.1102(a)(2)
(relating to licensure by endorsement under 63 Pa.C.S.
§ 3111) to demonstrate competency by means of practice
in another jurisdiction under 63 Pa.C.S. § 3111, the
Board believes that it is also appropriate to clarify and
make consistent similar provisions in §§ 21.30a(a)(3) and
21.156a(a)(3), which provide the competency provisions
for RNs and LPNs seeking reactivation who practiced in
other states.

Description of the Proposed Amendments

Sections 21.30a(a) and 21.156a(a) provide three reacti-
vation options for licensees whose licenses have lapsed or
placed on inactive status for 5 or more years. Subsection
(a)(3) in each provision requires practice “at some period
of time” within the last 5 years. Because the Board is
quantifying specific practice time in proposed
§ 21.1102(a)(2) and to make these provisions consistent,
the Board proposes to amend §§ 21.30a(a)(3) and
21.156a(a)(3) by requiring the same 3,600 hours of active
engagement in the profession during the last 5 years.
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The Board also proposes to amend Chapter 21 (relating
to State Board of Nursing) by adding Subchapter K.
Proposed § 21.1101 (relating to definitions) defines the
term “jurisdiction” consistent with 63 Pa.C.S. § 3111.
Proposed § 21.1102(a) requires an applicant to satisfy
eight criteria required for licensure by endorsement under
63 Pa.C.S. § 3111. The first criterion, as set forth in
proposed § 21.1102(a)(1), requires an applicant to have a
current license or certification in good standing to prac-
tice in another jurisdiction whose standards are substan-
tially equivalent to those established by the Board under
section 6(a) and (c) of the Professional Nursing Law
(63 P.S. § 216(a) and (¢)) and § 21.21 (relating to applica-
tion for examination) pertaining to RNs; section 8.1 of the
Professional Nursing Law (63 P.S. § 218.1) and § 21.271
(relating to certification requirements) pertaining to
CRNPs; section 6(b) and (c) of the Professional Nursing
Law and § 21.721 (relating to qualifications for licensure)
pertaining to LDNs; section 8.5 of the Professional Nurs-
ing Law (63 P.S. § 218.5) and § 21.811 (relating to
qualifications for initial certification) pertaining to CNSs;
and section 5 of the Practical Nurse Law (63 P.S. § 655)
and § 21.151 (relating to application for examination)
pertaining to LPNs. Proposed § 21.1102(a)(1)(i) further
requires an applicant to submit a copy of the current
applicable law, regulation or other rule governing
licensure, certification registration or permit require-
ments and scope of practice in the jurisdiction that issued
the license, certificate, registration or permit. Proposed
§ 21.1102(a)(1)(iii) would also require that the copy of the
applicable law, regulation or other rule include the enact-
ment date. Additionally, because 63 Pa.C.S. § 3111 is
applicable to territories and other countries that speak
languages other than English, where the applicable law,
regulation or other rule is in a language other than
English, the Board would require in § 21.1102(a)(1)(ii), at
the applicant’s expense, translation of the applicable law,
regulation or other rule by a professional translation
service.

Proposed subsection (a)(2) requires demonstration of
competency. Under paragraph (2)(i), an applicant must
demonstrate either 1,800 hours of active engagement in
the profession for at least 2 of the last 5 years (full-time
employment) immediately preceding the filing of the
application, under a license, certificate, registration or
permit in a substantially equivalent jurisdiction, or juris-
dictions. Alternatively, an applicant must demonstrate
under paragraph (2)(ii), 3,600 hours of active engagement
during the 5 years (part-time employment) immediately
preceding the filing of an application under a license,
certificate, registration or permit in a substantially
equivalent jurisdiction, or jurisdictions. Active engage-
ment as used in this section refers to practice in the
profession for which the license or certificate is being
sought. This practice could be obtained at private practice
offices, community healthcare settings and health sys-
tems, conducting research and teaching nursing or
dietetics-nutrition in a nursing or dietetics-nutrition
school. The Board believes that on average full-time
nursing and dietetics-nutrition practice, excluding vaca-
tion, is composed of 50 35-hour weeks for a total of 1,800
hours per year. For nurses practicing full-time, the 3,600
hours can be achieved in 2 years. For nurses and
dietician-nutritionists practicing part-time or a combina-
tion of full-time and part-time, the 3,600 hours can be
accomplished within 5 years.

Proposed subsection (a)(3) requires a demonstration of
English language proficiency consistent with require-
ments set forth in §§ 21.23(e), 21.28(e), 21.151(d) and
21.155(e). For the same reasons the Board included
English proficiency in its regulations pertaining to initial
licensure, the Board includes English proficiency for
licensure by endorsement under 63 Pa.C.S. § 3111. The
Board believes that for proper patient care licensees must
be proficient in English to fully understand the patient’s
symptoms and concerns, effectuate the directions and
instructions from other health professionals and relay the
patient’s treatment to other nurses and health profession-
als. In addition, English language proficiency is a stan-
dard within the profession as evidenced by its inclusion in
the criteria for multistate licensure under the Nursing
Licensure Compact (NLC) enacted on July 1, 2021.

Ways to demonstrate proficiency include graduating
from an education program taught in English, obtaining
clinical or post-licensure experience in an English-
speaking facility in any jurisdiction or having achieved
the minimum passing score on a Board-approved English
language proficiency examination. Versions of the Test of
English as a Foreign Language (TOEFL), the Interna-
tional English Language Test System Academic Test
(IELTS Academic), Pearson Test of English Academic Test
(PTE Academic) and the Michigan English Language
Assessment Battery with Speaking Test (MELAB with
Speaking Test) are currently Board-approved at specific
minimum composite and sub-part scores and posted on
the Board’s web site at https://www.dos.pa.gov/Professional
Licensing/BoardsCommissions/Nursing/Documents/Board
%20Documents/Board-Approved-English-Proficiency-
Exams.pdf. The list, including scores, is reviewed by the
Board on a regular basis with the last review occurring at
the Board’s December 9, 2021, meeting.

Proposed subsection (a)(4) and (5) incorporate the statu-
tory prohibitions in 63 Pa.C.S. § 3111 pertaining to
conduct that would constitute grounds for refusal, suspen-
sion or revocation of a license or certificate to practice the
profession and prior discipline by the jurisdiction that
issued the license, certificate, registration or permit. For
applicants who have had criminal convictions, the Board
reviews the convictions under 63 Pa.C.S. § 3113. For
other prohibited acts or discipline, the Board is
dutybound to apply the caselaw and other applicable
laws. See, Secretary of Revenue v. John’s Vending Corp.,
453 Pa. 488, 309 A.2d 358 (1973); Bethea-Tumani v.
Bureau of Professional and Occupational Affairs, State
Board of Nursing, 993 A.2d 921 (Pa. Cmwlth. 2010). A
part of that analysis the Board may consider the facts
and circumstances surrounding the prohibited act or
disciplinary action, increase in age or maturity of the
individual since the date of the prohibited act or disciplin-
ary action, disciplinary history or lack of disciplinary
history before and after the date of the prohibited act or
disciplinary action, successful completion of education and
training activities relating to the prohibited act or disci-
plinary action and any other information relating to the
fitness of the individual for licensure.

Proposed subsection (a)(6) provides for payment of an
application fee of $120 contained in proposed § 21.1104,
as required by 63 Pa.C.S. § 3111(a)(5). Next, proposed
subsection (a)(7) requires applicants to apply for licensure
in accordance with this chapter in the manner and format
prescribed by the Board.
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Finally, proposed subsection (a)(8) requires completion
of 3 hours of training in child abuse recognition and
reporting, which is mandatory continuing education for
all applicants under 23 Pa.C.S. § 6383(b)(3)(i) (relating to
education and training) of the Child Protective Services
Law (CPSL) and Subchapter E of Chapter 21 (relating to
child abuse reporting requirements).

In proposed § 21.1102(b), the Board may require a
personal interview or additional information to assist the
Board in determining eligibility and competency. When a
personal interview is necessary, the applicant may re-
quest the interview to be conducted by video teleconfer-
ence for good cause shown.

Consistent with 63 Pa.C.S. § 3111(a)4) and (5), pro-
posed § 21.1102(c) authorizes the Board, in its discretion,
to determine that an act prohibited under section 14(a) of
the Professional Nursing Law (63 P.S. § 224(a)), section
16(a) of the Practical Nurse Law (63 P.S. § 666(a)) and
§§ 21.18 and 21.148 (relating to standards of nursing
conduct) or disciplinary action by a jurisdiction are not
impediments to the granting of a license or certificate
under 63 Pa.C.S. § 3111.

Consistent with section 63 Pa.C.S. § 3111(b), proposed
§ 21.1103 (relating to provisional endorsement license)
provides that the Board, in its discretion, may issue a
provisional endorsement license while an applicant is
satisfying remaining requirements under 63 Pa.C.S.
§ 3111 and proposed § 21.1102. Proposed § 21.1103(b)
sets the expiration of a provisional endorsement license at
1 year, unless the Board determines that an expiration
date of less than 1 year is appropriate. Additionally, upon
a written request, the Board may extend the term of the
license upon a showing of good cause. Proposed
§ 21.1103(c) sets forth reasons for which a provisional
endorsement license will be terminated by the Board,
including when the Board denies or grants a license, or
the provisional endorsement licensee fails to comply with
the terms of a provisional endorsement license. Finally,
proposed § 21.1103(d) clarifies that while an individual
may reapply for a license or certification by endorsement
under proposed § 21.1102, the Board will not issue a
subsequent provisional endorsement license to an appli-
cant who previously held a provisional endorsement
license that expired or was terminated.

Finally, proposed § 21.1104 delineates the $120 fee for
licenses/certifications under 63 Pa.C.S. § 3111.

Fiscal Impact and Paperwork Requirements

This proposed rulemaking will have no adverse fiscal
impact on the Commonwealth or its political subdivisions.
The costs to the Board related to processing applications
for licensure by endorsement under 63 Pa.C.S. § 3111
and applications for reactivation will be recouped through
fees paid by applicants. Applicants for licensure by en-
dorsement under 63 Pa.C.S. § 3111 will be impacted by
the $120 application fee. Applicants must complete child
abuse recognition and reporting training, as required by
section 6383(b)(3)(1) of the CPSL. There are free in-person
and online child abuse recognition and reporting training
options available; therefore, the Board does not anticipate
a negative fiscal impact for this statutorily mandated
training. If an applicant is unable to establish English
proficiency by demonstrating that their education, train-
ing or examination was in English and they must take an

approved English language proficiency examination, the
cost to the applicant is approximately $200. There are no
other costs associated with this regulation related to
competency.

In addition to the costs being recouped, the Board does
not anticipate that many applicants will avail themselves
of this pathway. Under the Professional Nursing and
Practical Nurse Laws, out-of-State RNs and PNs are
permitted to practice in this Commonwealth on a tempo-
rary practice permit for 1 year and that timeframe may
be extended for another without having to demonstrate
competence. Additionally, although the NLC has yet to be
implemented in this Commonwealth, upon implementa-
tion out-of-State nurses who hold active, unencumbered,
multi-state licenses issued by members of the NLC may
practice in any member state under their multi-state
licenses without filing an endorsement application, meet-
ing eligibility requirements, including competency, or
receiving provisional licenses.

There are no additional costs or paperwork require-
ments associated with the proposed reactivation amend-
ment.

Sunset Date

The Board continuously monitors the cost effectiveness
of the Board’s regulations. Therefore, no sunset date has
been assigned.

Regulatory Review

Under section 5(a) of the Regulatory Review Act
(71 P.S. § 745.5(a)), on November 28, 2022, the Board
submitted a copy of this proposed rulemaking and a copy
of a Regulatory Analysis Form to the Independent Regu-
latory Review Commission (IRRC) and to the Chairper-
sons of the House Professional Licensure Committee
(HPLC) and the Senate Consumer Protection and Profes-
sional Licensure Committee (SCP/PLC). A copy of this
material is available to the public upon request.

Under section 5(g) of the Regulatory Review Act, IRRC
may convey comments, recommendations or objections to
the proposed rulemaking within 30 days of the close of
the public comment period. The comments, recommenda-
tions or objections shall specify the regulatory review
criteria in section 5.2 of the Regulatory Review Act
(71 P.S. § 745.5b) which have not been met. The Regula-
tory Review Act specifies detailed procedures for review,
prior to final publication of the rulemaking, by the Board,
the General Assembly and the Governor of comments,
recommendations or objections raised.

Public Comment

Interested persons are invited to submit written com-
ments, recommendations or objections regarding this pro-
posed rulemaking to Judith Pachter Schulder, Board
Counsel, P.O. Box 69523, Harrisburg, PA 17106-9523 or
RA-STRegulatoryCounsel@pa.gov within 30 days of publi-
cation of this proposed rulemaking in the Pennsylvania
Bulletin. Reference 16A-5143 (Licensure by Endorsement
and Reactivation), when submitting comments.

LINDA M. KMETZ, PhD, RN,
Chair

Fiscal Note: 16A-5143. No fiscal impact; (8) recom-
mends adoption.
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Annex A

TITLE 49. PROFESSIONAL AND VOCATIONAL
STANDARDS

PART I. DEPARTMENT OF STATE

Subpart A. PROFESSIONAL AND OCCUPATIONAL
AFFAIRS

CHAPTER 21. STATE BOARD OF NURSING
Subchapter A. REGISTERED NURSES
LICENSEES
§ 21.30a. Continued competency.

(a) A registered nurse whose license has lapsed for
5 years or longer or has been placed on inactive status for
5 years or longer, as permitted in section 11(b) of the act
(63 P.S. § 221(b)), may reactivate the license by doing one
of the following:

& £ & & &

(3) Providing evidence to the Board that the applicant
has a current license and has practiced as a registered
nurse in another jurisdiction [ at some period of time 1
for at least 3,600 hours within the last 5 years.

sk * * * &
Subchapter B. PRACTICAL NURSES
LICENSURE

§ 21.156a. Continued competency.

(a) A licensed practical nurse whose license has lapsed
for 5 years or longer or has been placed on inactive status
for 5 years or longer, as permitted in section 13.1(b) of the
act (63 P.S. § 663.1(b)), may reactivate the license by
doing one of the following:

& £l & * &

(3) Providing evidence to the Board that the applicant
has a current license and has practiced as a practical
nurse in another jurisdiction [ at some period of time 1
for at least 3,600 hours within the last 5 years.

* * * * *

(Editor’s Note: The following subchapter is proposed to
be added and is printed in regular type to enhance
readability.)

Subchapter K. LICENSURE BY ENDORSEMENT
UNDER 63 Pa.C.S. § 3111

Sec.

21.1101. Definitions.

21.1102. Licensure by endorsement under 63 Pa.C.S. § 3111.
21.1103. Provisional endorsement license.

21.1104. Licensure by endorsement fee.

§ 21.1101. Definitions.

The following words and terms, when used in this
subchapter, have the following meanings, unless the
context clearly indicates otherwise:

Jurisdiction—A state, territory or country.

§ 21.1102. Licensure by endorsement under 63
Pa.C.S. § 3111.

(a) Requirements for issuance. To be issued a license by
endorsement under 63 Pa.C.S. § 3111 (relating to
licensure by endorsement), an applicant must satisfy all
of the following conditions:

(1) Have a current license, certification, registration or
permit in good standing to practice the profession in
another jurisdiction whose standards are substantially
equivalent to or exceed those established under section
6(a) and (c¢) of the Professional Nursing Law (63 P.S.

§ 216(a) and (c¢)) and § 21.21 (relating to application for
examination) pertaining to registered nurses; section 5 of
the Practical Nurse Law (63 P.S. § 655) and § 21.158
(relating to qualifications of application for examination)
pertaining to licensed practical nurses; section 8.1 of the
Professional Nursing Law (63 P.S. § 218.1) and § 21.271
(relating to certification requirements) pertaining to certi-
fied registered nurse practitioners; section 6(b) and (c) of
the Professional Nursing Law (63 P.S. § 216(b) and (c))
and § 21.721 (relating to qualifications for licensure)
pertaining to dietitians-nutritionists; and section 8.5 of
the Professional Nursing Law (63 P.S. § 218.5) and
§ 21.811 (relating to qualifications for initial certification)
pertaining to clinical nurse specialists. The following
apply:

(i) An applicant must submit a copy of the current
applicable law, regulation or other rule governing
licensure, certification, registration or permit require-
ments and scope of practice in the jurisdiction that issued
the license, certificate, registration or permit.

(i1) If the applicable law, regulation or other rule is in a
language other than English, at the applicant’s expense,
the applicable law, regulation or other rule shall be
translated by a professional translation service and veri-
fied to be complete and accurate.

(iii) The copy of the applicable law, regulation or other
rule must include the enactment date.

(2) Demonstrate competency for the license or certifi-
cate being sought by one of the following:

(i) Experience in the profession by demonstrating, at a
minimum, that the applicant has actively engaged in
1,800 hours per year in the practice of the profession
under a license, certificate, registration or permit in a
substantially equivalent jurisdiction, or jurisdictions, for
at least 2 of the 5 years immediately preceding the filing
of the application with the Board.

(ii) Experience in the profession by demonstrating, at a
minimum, that the applicant has actively engaged in a
total of 3,600 hours in the practice of the profession under
a license, certificate, registration or permit in a substan-
tially equivalent jurisdiction, or jurisdictions, during the 5
years immediately preceding the filing of the application
with the Board.

(3) Demonstrate English language proficiency by one of
the following:

(1) The applicant’s educational program was taught in
English.

(ii) The applicant’s clinical experience was obtained at
an English-speaking facility.

(iii) The applicant’s post-licensure experience in para-
graph (2) was obtained at an English-speaking facility.

(iii) The applicant has achieved the passing score on a
Board-approved English language proficiency examina-
tion.

(4) Have not committed any act that constitutes
grounds for refusal, suspension or revocation of a license,
certificate, registration or permit to practice the profes-
sion under section 14(a) of the Professional Nursing Law
(63 P.S. § 224(a)), section 16(a) of the Practical Nurse
Law (63 P.S. § 666(a)) and §§ 21.18 and 21.148 (relating
to standards of nursing conduct).

(5) Have not been disciplined by the jurisdiction that
issued the license, certificate, registration or permit.
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(6) Have paid the fee as required by § 21.1104 (relat-
ing to licensure by endorsement fees).

(7) Have applied for licensure in accordance with this
chapter in the manner and format prescribed by the
Board.

(8) Complete 3 hours of training in child abuse recogni-
tion and reporting from a provider approved by the
Department of Human Services as required under
23 Pa.C.S. § 6383(b)(3)(1)) (relating to education and
training) and Subchapter E of Chapter 21 (relating to
child abuse reporting requirements).

(b) Interview and additional information. An applicant
may be required to appear before the Board for a personal
interview and may be required to submit additional
information, including supporting documentation relating
to competency and experience. The applicant may request
the interview to be conducted by video teleconference for
good cause shown.

(¢) Prohibited acts and discipline. Notwithstanding sub-
section (a)(4) and (5), the Board may, in its discretion,
determine that an act prohibited under section 14(a) of
Professional Nursing Law, section 16(a) of the Practical
Nurse Law and §§ 21.18 and 21.148 or disciplinary action
by a jurisdiction is not an impediment to licensure or
certification by endorsement under 63 Pa.C.S. § 3111.

§ 21.1103. Provisional endorsement license.

(a) Provisional endorsement license. The Board may, in
its discretion, issue a provisional endorsement license, to
an applicant while the applicant is satisfying remaining
requirements for licensure by endorsement under
63 Pa.C.S. § 3111 (relating to licensure by endorsement)
and § 21.1102 (relating to licensure by endorsement
under 63 Pa.C.S. § 3111).

(b) Expiration of a provisional endorsement license.

(1) An individual holding a provisional endorsement
license may practice for up to 1 year after issuance of the
provisional endorsement license. The Board, in its discre-
tion, may determine that an expiration date of less than 1
year is appropriate.

(2) Upon a written request and a showing of good
cause, the Board may grant an extension of no longer
than 1 year from the expiration date of the provisional
endorsement license.

(¢c) Termination of a provisional endorsement license. A
provisional endorsement license terminates if any of the
following occurs:

(1) When the Board completes its assessment of the
applicant and denies or grants the license.

(2) When the holder of the provisional license fails to
comply with the terms of the provisional endorsement
license.

(d) Reapplication. An individual may apply for
licensure by endorsement or certification under § 21.1102
after expiration or termination of a provisional endorse-
ment license; however, the individual may not be issued a
subsequent provisional endorsement license.

§ 21.1104. Licensure by endorsement fee.

An applicant for licensure by endorsement under
63 Pa.C.S. § 3111 (relating to licensure by endorsement)
shall pay a fee of $120.

[Pa.B. Doc. No. 22-1894. Filed for public inspection December 9, 2022, 9:00 a.m.]

PENNSYLVANIA PUBLIC
UTILITY COMMISSION

[ 52 PA. CODE CHS. 57, 59, 61, 65 AND 101 ]

Rulemaking to Review Cyber Security Self-
Certification Requirements and the Criteria for
Cyber Attack Reporting; Advance Notice of Pro-
posed Rulemaking

Public Meeting held
November 10, 2022

Commissioners Present: Gladys Brown Dutrieuille, Chair-
person; Stephen M. DeFrank, Vice Chairperson; Ralph
V. Yanora; Katie L. Zerfuss; John F. Coleman, Jr.

Rulemaking to Review Cyber Security Self-Certification
Requirements and the Criteria for Cyber Attack Reporting,
L-2022-3034353

Advance Notice of Proposed Rulemaking Order
By the Commission:

The Pennsylvania Public Utility Commission (PUC)
enters this Advance Notice of Proposed Rulemaking Order
(ANOPR) to review its current regulations relating to
cybersecurity.’ These regulations fall into two groups: (1)
cyber attack®? reporting regulations and (2) self-certi-
fication regulations (collectively, “existing regulations”).

Cyber attack reporting regulations include:

e 52 Pa. Code §§ 57.11 (relating to accidents) for elec-
tricity public utilities,

e 59.11 (relating to accidents) for gas public utilities,
e 61.11 (relating to accidents) for steam utilities, and

e 65.2 (relating to accidents) for water public utilities.
Self-certification regulations include:

e 101.1—101.7 (Chapter 101, relating to public utility
preparedness through self certification) for jurisdictional
utilities.

e 61.45 (relating to security planning and emergency
contact list) for steam utilities.

The PUC seeks comments from interested stakeholders,
including members of the regulated industry, statutory
advocates, the public, and any other interested parties
about whether the existing regulations are sufficient or if
they need to be revised to ensure that they address public
utility fitness in the current and anticipated future
cybersecurity threat landscapes. Throughout this ANOPR,
any proposed changes, consolidations, deletions, and addi-
tions to the existing regulations shall be referred to as
“revisions.”

Background
The PUC’s Self-Certification Regulations

The self-certification regulations were first promulgated
in 2005 to require “all jurisdictional utilities to develop
and maintain written physical, cyber security, emergency
response and business continuity plans to protect the
Commonwealth’s infrastructure and ensure safe, continu-

I The Commission’s existing regulations use “cyber security” in lieu of the widely
accepted “cybersecurity.” For purposes of this ANOPR, “cybersecurity” shall be used,
except when quoting directly from the existing regulations.

The Commission’s prior orders use “cyber attack” whereas its existing regulations
use “cyber-attack.” For purposes of this ANOPR, “cyber attack” shall be used, except
when quoting directly from the existing regulations.
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ous and reliable utility service.”® These regulations grew
out of the PUC’s efforts to coordinate its security efforts
with the Pennsylvania Office of Homeland Security and
thereby to develop a security self-certification process for
all jurisdictional utilities.* The PUC endeavored not to
replicate regulations that were already in place and
required by the Federal government or other agencies but
acknowledged its duty to identify and secure critical
utility infrastructure and key assets within the Common-
wealth.?

In summary, 52 Pa. Code § 101.1 (relating to purpose)
requires every “jurisdictional utility” to “develop and
maintain” a cybersecurity plan “to protect this Common-
wealth’s infrastructure and ensure safe, continuous and
reliable utility service.”® To ensure compliance, a jurisdic-
tional utility annually submits a Self-Certification Form
(SCF) stating that it has a cybersecurity plan in place
which the PUC may review upon request.” Per
52 Pa.Code § 101.2 (relating to definitions), “jurisdic-
tional utility” is defined to include only those utilities
which file annual reports under the following provisions:

e 52 Pa. Code §§ 27.10 (relating to accounts, records
and reports) for air transportation utilities,

e 29.43 (relating to assessment reports) for motor ve-
hicle common carriers,

e 31.10 (relating to assessment reports) for motor com-
mon carriers of property,

e 33.103 (relating to reports) for railroad carriers,

e 5747 (relating to filing of annual financial reports)
for electricity public utilities,

e 59.48 (relating to filing of annual financial reports)
for gas public utilities,

e 61.28 (relating to filing of annual financial reports)
for steam utilities,

e 63.36 (relating to filing of annual financial reports)
for telecommunications public utilities, and

e 65.19 (relating to filing of annual financial reports)
for water public utilities.

By contrast, certain public utilities and licensed entities
under the PUC’s supervision do not qualify as a “jurisdic-
tional utility” under Section 101.2 and are thus not
subject to the existing self-certification regulations, in-
cluding but not limited to electric generation suppliers
(EGS), natural gas suppliers (NGS), transportation net-
work companies (TNCs) and wastewater public utilities.

The PUC’s Existing Cyber Attack Reporting Regulations

The PUC promulgated cyber attack reporting regula-
tions for electric, gas and water public utilities in 2011, as
part of a broader effort to “establish a more uniform
approach to reportable accidents involving utility facilities
and operations.” These regulations resulted from con-
sumer dissatisfaction with electric public utilities’ service
restoration and public notice practices in the wake of

3 Revised Final Rulemaking Order, Rulemaking re Public Utility Security Planning
and Readiness, Pa. PUC Docket No. L-00040166 (entered Mar. 10, 2005) at 1, 35 Pa.B.
3299 (June 11, 2005) (Chapter 101 Order).

41d. at 2.

51d. at 24.

6 Section 101.1 also requires jurisdictional utilities to develop and maintain plans for
ph;lsical security, emergency response and business continuity.

See generally 52 Pa. Code §§ 101.1—101.7 (relating to public utility preparedness
through self-certification) (Chapter 101).

8 Final Rulemaking Order, Proposed Rulemaking for Revision of 52 Pa. Code
Chapters 57, 59, 65 and 67 Pertaining to Utilities’ Service Outage Response and
Restoration Practices, Pa. P.U.C. Docket No. L-2009-2104274 (order entered Sept. 23,
2011) at 3, 42 Pa.B. 9 (Jan. 7, 2012) (Outage Response Order).

Hurricane Ike, which swept through Pennsylvania in
2008, interrupting electric service to more than 450,000
customers.

As it relates to cybersecurity, the PUC broadened the
scope of the previously existing cyber attack reporting
regulations for electric, gas and water public utilities to
include “an occurrence of an unusual nature that is a
physical or cyber-attack, including attempts against cyber
security measures as defined in Chapter 101 that causes
an interruption of service or over $50,000 in damages, or
both.”'® Section 101.2 defines “cyber security” as “[t]he
measures designed to protect computers, software and
communications networks that support, operate or other-
wise interact with the company’s operations.”

The PUC reasoned that since it “only requires reporting
if the cyber attack causes an interruption of service
and/or over $50,000 in damages, . . .the reporting require-
ment will be less burdensome than reporting any cyber
attack.”’ The PUC further reasoned that “the $50,000
threshold is high enough to prevent reporting minor
everyday occurrences but still allows the PUC to have
knowledge of incidences that result in a significant

expense.”?

The PUC’s Existing Cybersecurity Regulations for Steam
Utilities

Self-certification and cyber attack reporting regulations
relative to steam utilities were added in 2017 as part of a
broader initiative “to modernize and update its existing
steam heat regulations and to add steam heat safety
regulations. . . .”'® This initiative resulted from a 2007
steam pipeline explosion in New York City and inquiries
into steam pipeline safety in the Commonwealth by
members of the General Assembly.

As they relate to cybersecurity, the steam utilities
rulemaking resulted in two new sets of obligations. First,
steam public utilities were required to report accidents
involving “[a]n occurrence of an unusual nature that is a
physical or cyber-attack, including an attempt to interfere
with a steam utility’s computers, software and communi-
cation networks that support, operate or otherwise inter-
act with the steam utility’s operation.”'* Notably, this
cyber attack reporting requirement differs significantly
from the requirement for electric, gas and water public
utilities. For example, there is no reference to interrup-
tion of service or $50,000 in damages.

Second, steam utilities were required to “develop and
maintain written plans for physical and cyber security,
emergency response and business continuity in accord-
ance with § 101.3 (relating to plan requirements).”*®

Statutory Basis for New or Revised Cybersecurity Regu-
lations

The statutory bases for both the cyber attack reporting
regulations and the self-certification regulations are Sec-
tions 501, 504, 505, 506, and 1501 of the Public Utility
Code, 66 Pa.C.S. §§ 501, 504, 505, 506 and 1501.¢

Section 501 (relating to general powers) grants the
PUC the “general administrative power and authority to
supervise and regulate all public utilities doing business

91d. at 2.
10 See 52 Pa. Code §§ 57.11(b)(4), 59.11(b)(5) and 65.2(b)(4).
i; Outage Response Order at 10.

1d

13 Final Rulemaking Order, Final Rulemaking Re Steam Heat Distribution System
Safety Regulations, 52 Pa. Code Chapters 61 and 67, Pa. PU.C. Docket No.
L-2015-2498111 at 3 (Order entered Aug. 3, 2017), 47 Pa.B. 48 (Dec. 2, 2017) (Steam
Utilities Order).

1452 Pa. Code § 61.11(b)(6).

1552 Pa. Code § 61.45(a).

16 Chapter 101 Order at 29; Outage Response Order at 36.
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within this Commonwealth” and to “make such regula-
tions, not inconsistent with law, as may be necessary or
proper in the exercise of its powers or for the performance
of its duties.”

Section 504 (relating to reports by public utilities), in
pertinent part, authorizes the PUC to:

[Rlequire any public utility to file periodical reports,
at such times, and in such form, and of such content,
as the commission may prescribe, and special reports
concerning any matter whatsoever about which the
commission is authorized to inquire, or to keep itself
informed, or which it is required to enforce. . .[and
tol. . .require any public utility to file with it a copy of
any report filed by such public utility with any
Federal department or regulatory body.

Section 505 (relating to duty to furnish information to
commission; cooperation in valuing property) requires
that:

Every public utility shall furnish to the commission,
from time to time, and as the commission may
require, all accounts, inventories, appraisals, valua-
tions, maps, profiles, reports of engineers, books,
papers, records, and other documents or memoranda,
or copies of any and all of them, in aid of any
inspection, examination, inquiry, investigation, or
hearing, or in aid of any determination of the value of
its property, or any portion thereof, and shall cooper-
ate with the commission in the work of the valuation
of its property, or any portion thereof, and shall
furnish any and all other information to the commis-
sion, as the commission may require, in any inspec-
tion, examination, inquiry, investigation, hearing, or
determination of such value of its property, or any
portion thereof.

Section 506 (relating to inspection of facilities and
records), in pertinent part, empowers the PUC:

[Tlo enter upon the premises, buildings, machinery,
system, plant, and equipment, and make any inspec-
tion, valuation, physical examination, inquiry, or in-
vestigation of any and all plant and equipment,
facilities, property, and pertinent records, books, pa-
pers, accounts, maps, inventories, appraisals, valua-
tions, memoranda, documents, or effects whatsoever,
of any public utility, or prepared or kept for it by
others, and to hold any hearing for such purposes
[...and...] have access to, and use any books, re-
cords, or documents in the possession of, any depart-
ment, board, or commission of the Commonwealth, or
any political subdivision thereof.

Section 1501 (relating to character of service and
facilities), in pertinent part, provides that:

Every public utility shall furnish and maintain ad-
equate, efficient, safe, and reasonable service and
facilities, and shall make all such repairs, changes,
alterations, substitutions, extensions, and improve-
ments in or to such service and facilities as shall be
necessary or proper for the accommodation, conve-
nience, and safety of its patrons, employees, and the
public.

The cyber attack reporting regulations also rely on
66 Pa.C.S. § 3009(b) and (d).'” However, Section 3009
was repealed by Section 1 of the act of November 30,
2004 (P.L. 1398) and replaced by 66 Pa.C.S. § 3019
(relating to additional powers and duties).

17 Outage Response Order at 36.

The regulations for steam utilities are authorized by
Sections 501 and 1501.'8

Discussion

The PUC faces several considerations in preparing to
potentially update and revise its existing cybersecurity
regulations.

Updating Terms and Concepts

Section 101.2 defines “cyber security” as “[tlhe mea-
sures designed to protect computers, software and com-
munications networks that support, operate or otherwise
interact with the company’s operations” and “cyber secu-
rity plan” as “[a] written plan that delineates a jurisdic-
tional utility’s information technology disaster plan.”

The PUC’s industry-specific cyber attack reporting
regulations do not contain definitions of their own but
instead rely on Chapter 101. For example, Section
57.11(b)(4), applicable to electric public utilities, defines
“reportable accident,” in pertinent part, as “[aln occur-
rence of an unusual nature that is a physical or cyber
attack, including attempts against cyber security mea-
sures as defined in Chapter 101 (relating to public utility
preparedness through self certification) that causes an
interruption of service or over $50,000 in damages, or
both.”

Contemporary definitions of these and similar terms
have evolved greatly since 2005 and incorporate now-
standard concepts such as the “CIA Triad.”'® For ex-
ample, the National Institute of Standards and Technol-
ogy (NIST) defines “cybersecurity” as “[plrevention of
damage to, protection of, and restoration of computers,
electronic communications systems, electronic communi-
cations services, wire communication, and electronic com-
munication, including information contained therein, to
ensure its availability, integrity, authentication, confiden-
tiality, and nonrepudiation.”®°

Similarly, in contemporary parlance, “cybersecurity
plan” could refer to either or both of the following:

e A document that sets forth the organization’s overall
strategy to identify the desired level of cybersecurity
fitness and address cybersecurity gaps.

e An operational plan which details the precise mea-
sures to be implemented to address specific cybersecurity
objectives.

Additionally, a document that sets forth the organiza-
tion’s overall strategy to identify the desired level of
cybersecurity fitness and address cybersecurity gaps may
be referred to as a “cybersecurity program.”

Finally, the existing regulations include terms such as
“cyber attack” and “cyber security measures,” without
clearly defining them or distinguishing them from re-
lated, commonly used terms such as “cyber incident” and
“cyber risk.”?!

The PUC seeks comment on whether and how to
update the terms and concepts used in the existing
regulations to better reflect the current cybersecurity
landscape, Federal and industry standards and any revi-
sions which may be adopted in this rulemaking.

18 Steam Utilities Public Order at 22.
19 CIA Triad refers to the concept of designing cybersecurity measures and systems
to Zgrotect the confidentiality, integrity, and availability of information.
NIST, Computer Security Resource Center (CSRC), Glossary, available online at:
httﬁ)s://csrc4nist.gov/glossary/term/cybersecurity (last accessed on Oct. 24, 2022).
211d., available online at: https:/csre.nist.gov/glossary/term/cyber_incident and
https://csre.nist.gov/glossary/term/cyber_risk (last accessed on Oct. 24, 2022).

PENNSYLVANIA BULLETIN, VOL. 52, NO. 50, DECEMBER 10, 2022



7510 PROPOSED RULEMAKING

Exploring Approaches to Ensuring Cybersecurity Fitness
in Public Utilities

The overriding purpose of the PUC’s existing self-
certification regulations is “to protect this Common-
wealth’s infrastructure and ensure safe, continuous and
reliable utility service.”?? However, the existing regula-
tions’ central cybersecurity plan requirement, 52 Pa. Code
§ 101.4, focuses on just four basic security controls: (1)
identifying “[c]ritical functions requiring automated pro-
cessing”; (2) “[alppropriate backup for application soft-
ware and data”; (3) “[a]lternative methods for meeting
critical functional responsibilities in the absence of infor-
mation technology capabilities”; and (4) “[a] recognition of
the critical time period for each information system before
the utility could no longer continue to operate.”

Since the self-certification regulations were first drafted
by the PUC in 2005, cyber threats have continuously
evolved and increased in number, type, and sophistica-
tion. Today, ransomware attacks prevail as a leading form
of cyber threat. Ransomware is a type of malware, or
malicious software, that encrypts a victim’s data or
computing device and threatens to keep it encrypted
unless the victim pays the attacker a ransom. Ransom-
ware can severely impact business processes and leave
organizations without the data they need to operate and
deliver mission-critical services. Ransomware attacks
have, in recent years, increasingly targeted critical infra-
structure and government agencies.?®

Another growing cyber threat is the potential for
attacks on public utilities’ operational technology (OT),
the hardware and software that control the physical
equipment and systems with which utilities provide ser-
vice. Public utilities have been working hard to integrate
information technology (IT) and OT systems as part of
grid modernization. This IT-OT interdependence creates
business, environmental and operational benefits but also
increases cyber risk. Cyber attacks on OT are intended to
disrupt operations, damage critical equipment, and even
inflict bodily harm.2*

The steady rise in the creativity, number and severity
of cyber attacks raises the bar for cybersecurity. Industry
and government have continuously reviewed, expanded
and improved cybersecurity standards for entities of all
kinds. At the federal level, the National Institute for
Standards and Technology (NIST) has led the way in the
advancement of cybersecurity standards. NIST’s
Cybersecurity Framework, with its five-functions ap-
proach (identify, protect, detect, respond and recover)
provides a model and a process to increase cybersecurity
maturity in any organization.?®

Taking a more granular approach, NIST Special Publi-
cation 800-82 (Guide to Industrial Control Systems (ICS)
Security) provides guidance on how to secure Industrial
Control Systems (ICS), including Supervisory Control and
Data Acquisition (SCADA) systems, Distributed Control
Systems (DCS), and other control system configurations
such as Programmable Logic Controllers (PLC), while
addressing their unique performance, reliability, and
safety requirements. NIST 800-82 provides an overview of
ICS and typical system topologies, identifies typical

2259 Pa. Code § 101.1 (relating to purpose).

Cybersecurity & Infrastructure Security Agency, Ransomware Guide, available
online at: https://www.cisa.gov/stopransomware/ransomware-guide (last accessed on
Oct. 25, 2022).

24 Forbes, Defending Against Cyberattacks on Operational Technology, by Ryan
Moody (Oct. 28, 2021), available online at: https://www.forbes.com/sites/
forbestechcouncil/2021/10/28/defending-against-cyberattacks-on-operational-technology/
?sh=7418675c5e76 (last accessed Oct. 25, 2022).

25 NIST, Cybersecurity Framework, available online at: https:/www.nist.gov/
cyberframework (last accessed Oct. 24, 2022).

threats and vulnerabilities to these systems, and provides
recommended security countermeasures to mitigate the
associated risks.2®

At the most prescriptive end of the spectrum, the North
American Electric Reliability Corporation Critical Infra-
structure Protection Standards (CIP Reliability Stan-
dards) are designed to address the evolving nature of
cyber-related threats to the bulk power system. Although
called “standards”, the CIP Reliability Standards are
developed by NERC and become mandatory and enforce-
able after approval the Federal Energy Regulatory Com-
mission (FERC) and apply to users, owners and operators
of the bulk power system, as set forth in each of the
thirteen (13) current standards. The CIP Reliability Stan-
dards require certain users, owners, and operators of the
bulk power system to comply with specific requirements
to safeguard critical cyber assets. These standards are
results-based and do not specify a technology or method
to achieve compliance, instead leaving it up to the utility
to decide how best to comply with the standards.?”

Based on the variety of approaches taken by regulators
at the Federal level, it appears that the PUC has, at a
minimum, five potential regulatory approaches to ensure
that public utilities have adequate cybersecurity plans in
place to respond to cyber threats:

e Similar to the existing regulations, require a public
utility to self-certify that it has a plan, a program, or
both, that complies with criteria set forth in the
PUC’s regulations and to report annually to the PUC
that such plans and/or programs exist and are up-
dated and tested annually.

e Require a public utility to self-certify that it has a
plan, a program, or both, that complies with an
appropriate Federal or industry standard and to
report annually to the PUC that such plans and/or
programs exist and are updated and tested annually.

e Require a public utility to provide a third-party
expert certification that the public utility has a plan,
a program, or both, in place that comply with a
relevant Federal or industry standard appropriate to
that utility and to report annually to the PUC that
such plans and/or programs exist and are updated
and tested annually.

e Integrate an onsite review of cybersecurity mea-
sures, plans, and programs into the PUC’s public
utility management audit process and examine
cybersecurity measures, plans, and programs in place
as a part of the management audit function.

e Require a public utility to file a confidential copy of
its cybersecurity plans and programs with the PUC
and enable the PUC to directly review and comment
on the adequacy of such plans and programs and,
where deficiencies exist, require conformance with
regulatory standards.

The PUC seeks comment on the relative merits and
weaknesses of each of the above approaches and which of
these approaches, some combination of these approaches,
or some other approach, provides the PUC, the public
utility and its ratepayers with the greatest potential
assurance that the utility is adequately prepared to

26 NIST, Special Publication 800-82, Rev. 2, Guide to Industrial Control Systems
(ICS) Security—Supervisory Control and Data Acquisition (SCADA) systems, Distrib-
uted Control Systems (DCS), and other control system -configurations such as
Programmable Logic Controllers (PLC), (May 2015), available online at: https:/
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf (last accessed Oct.
25, 2022).

37 FERC, Cybersecurity Incentives Policy White Paper (June 2020), at 4—8,
available online at: https://www.ferc.gov/sites/default/files/2020-06/notice-
cybersecurity.pdf (last accessed Oct. 25, 2022).
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address cybersecurity threats. Similarly, the PUC wel-
comes comments describing the approaches taken by
other state public utility commissions to address public
utilities’ cybersecurity fitness and evaluating their respec-
tive costs and benefits.

Section 101.3 requires that “[a] jurisdictional utility
shall develop and maintain written physical and cyber
security, emergency response and business continuity
plans.” This ANOPR focuses on the cybersecurity compo-
nent of this rule. However, it is possible that changes to
the cybersecurity aspect of this regulation could impact
the physical security, emergency response, or business
continuity requirements of Section 101.3 or any of the
rest of Chapter 101. The PUC seeks comment on the
nature and extent of such foreseeable impacts and ways
to address those impacts.

Section 101.2 applies to jurisdictional public utilities,
including many classes of certificated public utilities
under the PUC’s jurisdiction, but does not apply to other
entities under the PUC’s supervision, such as EGS, NGS
and TNC entities. The PUC seeks comment on whether
the self certification regulations, or revisions thereto,
should be applied to additional types of entities that are
subject to the PUC’s supervision.

Conversely, the PUC’s current self-certification regula-
tions apply equally to widely disparate types of public
utilities, some of which are highly sophisticated corporate
conglomerates which operate first-tier critical infrastruc-
ture and others of which are sole proprietorships and
small businesses offering a limited class of service that
does not implicate critical infrastructure. The PUC seeks
comment as to whether there are public utility types
which should be wholly or partially exempt from the
self-certification, based on easing the regulatory burden
on small businesses, or for other reasons.

Improving the Self-Certification Form (SCF) Process

Since the initial promulgation of the self-certification
regulations, the PUC has experienced issues regarding
the SCF: how it is processed, confidentiality of the
information collected, and impact on smaller utilities.
Concerns have also emerged with respect to the self-
certification form’s value to assessing and ensuring public
utilities’ cybersecurity fitness.

Processing the SCF is a complex matter. Section 101.5
states that an SCF filed at the PUC “is not a public
document or record and is deemed -confidential and
proprietary.” Further, the information contained in an
SCF may constitute Confidential Security Information
(CSI), which means that SCFs must be submitted on
paper and filed with the Secretary’s Bureau to ensure
their receipt and storage comply with Pennsylvania’s CSI
law?® and the PUC’s implementing regulations.?®

Treating the SCFs as CSI impacts how the information
on the form is stored, accessed, and validated once filed.
These additional security protocols lead to delays and an
increase in the workload for PUC staff. Adding to the
complexity of processing the form, Section 101.4(a) re-
quires that some public utilities file this form at the same
time they file their Annual Financial Report, which is due
annually at the end of April, while Section 101.4(b)
directs other public utilities to file the form with their
Annual Assessment Report, which is due annually at the
end of March.

28 Public Utility Confidential Security Information Disclosure Protection Act, 35 P.S.
§§ 2141.1—2141.6.

2 See, e.g., 52 Pa. Code § 102.3 (relating to filing procedures) (“The Commission does
not authorize the use of e-mail or any other electronic mail system to transmit records
containing confidential security information.”).

The PUC seeks comment on ways to streamline and
otherwise improve the filing, handling, and storage of

SCFs.

The self-certification regulations apply the same stan-
dards to almost all public utilities, including more than
7,500 transportation public utilities including Amish ride
services, taxis, limousines, ambulance companies, towing
services, and moving companies. PUC staff routinely
receives questions from transportation public utilities
questioning why they are receiving the form and looking
for guidance on how the regulations apply to small
companies without an IT department. Small transporta-
tion public utilities also ask why they need to have a
cybersecurity plan, a disaster recovery plan, and a busi-
ness continuity plan when their core business function is
transporting individuals, small groups, or commodities.

Thus, it may be that, in the case of some public utility
types, the administrative costs of maintaining the exist-
ing self-certification regulations may exceed any
cybersecurity benefit the existing regulations may impart.
Alternatively, it might be preferable for the PUC to apply
the existing regulations, or revisions thereto, in a granu-
lar manner, applying different reporting requirements for
public utilities that meet certain criteria.

The PUC seeks comment on whether and how to
streamline the self-certification form, plan, and reporting
requirements to better calibrate the benefits of the exist-
ing regulations against the burdens they place on regu-
lated entities, especially smaller utilities, and on PUC
staff.

Updating Cyber Attack Reporting Regulations

The PUC promulgated regulations in 2011 that require
Pennsylvania’s regulated electric, natural gas and water
public utilities to report physical or cyber attacks that
cause either or both an interruption of service or $50,000
in damages.?° These standards focus on interruption of
service as a criterion for reporting, thereby implicating
the facilities that provide service to customers, otherwise
known as OT.

However, since 2011, the afore-mentioned convergence
of IT and OT in the utility industry increases the risk of
cyber threats arising in the IT environment threatening
OT. In colloquial terms, the “air gap” which once existed
between OT systems which provide service and the IT
systems which monitor, and control OT, is disappearing.

An IT incident can escalate quickly and lead to service
outages that may trigger a response by the PUC and
other critical infrastructure stakeholders such as the
Pennsylvania Emergency Management Agency (PEMA),
Pennsylvania Army National Guard (PANG), Pennsylva-
nia State Police (PSP) and Pennsylvania Governor’s Of-
fice of Homeland Security (GOHS). These government
agencies stand ready assist Commonwealth residents
with access to critical services like water, electricity,
natural gas, food, and shelter until the incident is
resolved. The PUC is also a stakeholder affecting any
public utility service in Pennsylvania and therefore needs
to have advance warning of threats emerging in the IT
environment.

The PUC seeks comment on potential ways to revise
the reporting criteria in its existing regulations, including
the potential addition of new requirements for reporting
incidents involving IT.

Another cyber attack reporting issue to explore is
whether the $50,000 criterion should be revised. The

30 See, e.g., 52 Pa. Code § 57.11(b)(4).
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existing regulations do not address how a public utility
should attribute damages to a cyber attack, what costs
should be considered as damages, whether the availabil-
ity of insurance is relevant or when the damages calcula-
tion should be performed. This ambiguity may lead public
utilities to spend inordinate efforts attempting to perform
the calculation or conversely even not reporting serious
incidents at all simply because there is no clearly defined
financial impact.

The PUC seeks comment with respect to the continuing
efficacy of the $50,000 reporting threshold.

Merging the Self-Certification and Cyber Attack Report-
ing Regulations

Given the growth in cybersecurity as an area of con-
cern, it may be preferable that all the PUC’s cyber-
security regulations be handled in the same chapter of
the PUC’s regulations. Further, there does not appear to
be a compelling reason to maintain different reporting
thresholds for steam public utilities as is applied to the
other public utilities for which reporting is required.
Finally, there is an open question as to whether the
reporting requirements should remain limited to water,
electric, gas and steam public utilities, or be broadened to
include any of the following: other certificated public
utilities, such as wastewater and telecommunications
public utilities, and licensed entities such as those provid-
ing EGS, NGS and TNC services.

For ease of reference and clarity of purpose, the current
cyber attack reporting regulations could be removed from
the various industry-specific provisions of the PUC’s
regulations where they are currently located and consoli-
dated in a new chapter or as a new section within
Chapter 101. The PUC seeks comment on the pros and
cons of merging the self-certification and cyber incident
reporting regulations into a single chapter of the Code,
and otherwise eliminating unintended or unjustified in-
consistencies in the existing regulations.

Cost-Benefit Analysis

Any revisions to the existing regulations must be
deemed to be in the public interest in order to be
approved prior to promulgation. Under the Regulatory
Review Act, 71 P.S. §§ 745.1, et seq., the statutory
criteria to evaluate if a regulation is in the public interest
are:

(1) Economic or fiscal impacts of the regulation,
which include the following:

(1) Direct and indirect costs to the Commonwealth, to
its political subdivisions and to the private sector.

(i1) Adverse effects on prices of goods and services,
productivity or competition.

(iii) The nature of required reports, forms or other
paperwork and the estimated cost of their prepara-
tion by individuals, businesses and organizations in
the public and private sectors.

(iv) The nature and estimated cost of legal, consult-
ing or accounting services which the public or private
sector may incur.

(v) The impact on the public interest of exempting or
setting lesser standards of compliance for individuals
or small businesses when it is lawful, desirable and
feasible to do so.

(2) The protection of the public health, safety and
welfare and the effect on this Commonwealth’s natu-
ral resources.

(3) The clarity, feasibility and reasonableness of the
regulation to be determined by considering the follow-
ing:

(1) Possible conflict with or duplication of statutes or
existing regulations.

(i1) Clarity and lack of ambiguity.
(iii) Need for the regulation.

(iv) Reasonableness of requirements, implementation
procedures and timetables for compliance by the
public and private sectors.

(v) Whether acceptable data is the basis of the
regulation.

(4) Whether the regulation represents a policy deci-
sion of such a substantial nature that it requires
legislative review.

(5) Comments, objections or recommendations of a
committee.

(6) Compliance with the provisions of this act or the
regulations of the commission in promulgating the
regulation.

(7) Whether the regulation is supported by accept-
able data.

(8) Whether a less costly or less intrusive alternative
method of achieving the goal of the regulation has
been considered for regulations impacting small busi-
ness.

The PUC seeks comment on how best to justify revi-
sions to the existing regulations under the Regulatory
Review Act standards. In particular, the PUC seeks
comment on how the costs and benefits associated with
its existing regulations, and any revisions thereto, can be
objectively quantified and evaluated.

Eliminating Regulatory Duplication and Overlap

The PUC’s existing cybersecurity regulations do not
exist in a vacuum. Federal and state cybersecurity,
incident reporting, and data privacy laws and regulations
have proliferated over the last decade or more since the
PUC’s regulations were first promulgated. The process of
deconflicting regulations that duplicate, contradict or
overlap each other has become an art unto itself.

Section 101.6(d) currently addresses this deconfliction.
First, it provides that a public utility “that has developed
and maintained a cyber security, physical security, emer-
gency response or business continuity plan under the
directive of another state or Federal entity that meets the
requirements of § 101.3 (relating to plan requirements)
may utilize that plan for compliance with this subpart,
upon the condition that a [PUC] representative be permit-
ted to review the cyber security, physical security, emer-
gency response or business continuity plan.”

Second, Section 101.7 by its own terms “does not apply
to an entity regulated by the Federal Railroad Safety Act
(FRSA) (49 U.S.C. §§ 20101—20153) and the Hazardous
Materials Transportation Act (HMTA) (49 U.S.C.
§§ 5101—5127), if by August 10, 2005, it submits a
certification to the [PUC] indicating that it has its own
written physical and cyber security, emergency response
and business continuity plans in place and is in compli-
ance with the FRSA and HMTA.”

In the realm of cyber incident reporting, the PUC notes
Congress’ recent enactment of the Federal Cyber Incident
Reporting for Critical Infrastructure Act of 2022
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(CIRCIA).3* CIRCIA provides for critical infrastructure
operators to report covered cybersecurity incidents to the
Federal Cybersecurity and Infrastructure Security Agency
(CISA). CIRCIA reflects a comprehensive, state-of-the-art
approach to critical infrastructure cybersecurity. CIRCIA’s
focus on the interaction between and among IT, OT and
third-party supply chains may serve as a model for the
PUC’s cyber incident reporting regulations. Further, de-
pending on the outcome of its rulemakings, CISA may
designate any or all critical infrastructure sectors, includ-
ing communications, energy and water and wastewater
systems sectors as covered by CIRCIA’s reporting require-
ments.

The PUC seeks comment on the potential for conflict,
overlap, redundancy, or other bases warranting review in
the interplay between the PUC’s cybersecurity regulations
(and revisions thereto) and Federal initiatives, including
but not limited to CIRCIA.

Other Matters

Finally, the PUC seeks comments as to any additional
considerations that parties may wish to raise at this time
relating to PUC oversight and regulation of public utili-
ties and licensed entities as it relates to their
cybersecurity fitness.

Conclusion

Due to the breadth of topics addressed in this rule-
making and the potential complexity of the regulations
which are open for review, interested parties will have
sixty (60) days from the date of publication of the ANOPR
in the Pennsylvania Bulletin for the submission of com-
ments. Comments should be clearly delineated as re-
sponding to one or more of the numbered topics listed in
Appendix A to this ANOPR. Comments should include,
where appropriate, a numerical reference to the existing
regulation or regulations which the comments address,
the proposed language for revision, and a clear explana-
tion for the recommendation. Matters not responding to a
numbered topic in Appendix A or to an existing regulation
should be clearly delineated as new subjects. The PUC is
committed to completing any revisions to its regulations
in a timely fashion; Therefore,

It Is Ordered:

1. That an advance notice of a proposed rulemaking
proceeding is hereby initiated at this docket to consider
whether and how the existing regulations in Title 52 of
the Pennsylvania Code relating to cybersecurity should be
revised.

2. That this Advance Notice of Proposed Rulemaking
shall be served on all public utilities enrolled in the
Public Utility Commission’s e-Filing system and that a
Secretarial Letter providing notice of this proceeding
shall be served by mail on all motor vehicle carriers.

3. That the Secretary shall serve this Advance Notice
of Proposed Rulemaking Order on the Office of Consumer
Advocate and the Office of Small Business Advocate.

4. That the Law Bureau shall deliver this Advance
Notice of Proposed Rulemaking Order to the Governor’s
Office of the Budget.

5. That the Law Bureau shall deposit this Advance
Notice of Proposed Rulemaking Order with the Legisla-
tive Reference Bureau to be published in the Pennsylva-
nia Bulletin.

31 Consolidated Appropriations Act of 2022 (Pub.L. No. 117-103) (Mar. 15, 2022).
Division Y of this act is the Cyber Incident Reporting for Critical Infrastructure Act of
2022 (6 U.S.C. §§ 681, et seq.)

6. That, after this Advance Notice of Proposed Rule-
making has been published in the Pennsylvania Bulletin,
interested parties may submit written comments, refer-
encing Docket No. 1.-2022-3034353, within sixty (60) days
from the date this Advance Notice of Proposed Rule-
making Order is published in the Pennsylvania Bulletin.
Comments may be filed either through the Public Utility
Commission’s e-Filing system or by mail.

7. Parties to proceedings pending before the Public
Utility Commission may open and use an e-filing account
through the Commission’s website, or you may submit
your filing by overnight delivery. If a filing contains
confidential or proprietary material, the filing must be
submitted by overnight delivery. Filing information can be
found on the Commission’s website at https:/
www.puc.pa.gov/filing-resources/efiling/.

8. The contact persons for this matter are Colin Scott,
Assistant Counsel, Law Bureau, (717) 783-5949, colinscott@
pa.gov; Chris Van de Verg, Assistant Counsel, Law Bu-
reau, (717) 783-3459, cvandeverg@pa.gov; Daniel
Searfoorce, Manager—Water, Reliability and Emergency
Preparedness Division, Bureau of Technical Utilities Ser-
vices, (717) 783-6159, dsearfoorc@pa.gov; and Michael
Holko, Director, Office of Cybersecurity Compliance and
Oversight, (717) 425-5327, miholko@pa.gov. Karen
Thorne, Law Bureau, kathorne@pa.gov, is the Regulatory
Review Assistant for this matter.

9. That copies in Word®-compatible format of all filings
at this docket shall be provided by email to the contact
persons for this matter.

ROSEMARY CHIAVETTA,
Secretary

ORDER ADOPTED: November 10, 2022
ORDER ENTERED: November 10, 2022
Appendix A
Topics for Comment
Introduction

1. The PUC seeks comments from interested stakehold-
ers, including members of the regulated industry, statu-
tory advocates, the public, and any other interested
parties about whether the existing regulations are suffi-
cient or if they need to be revised to ensure that they
address public utility fitness in the current and antici-
pated future cybersecurity threat landscapes. See ANOPR
at 2.

Updating Terms and Concepts

2. The PUC seeks comment on whether and how to
update the terms and concepts used in the existing
regulations to better reflect the current cybersecurity
landscape, Federal and industry standards and any revi-
sions which may be adopted in this rulemaking. See
ANOPR at 9.

Exploring Approaches to Ensuring Cybersecurity Fitness
in Public Utilities

3. The PUC seeks comment on the relative merits and
weaknesses of each of the approaches within the heading
“Exploring Approaches to Ensuring Cybersecurity Fitness
in Public Utilities” and which of these approaches, some
combination of these approaches, or some other approach,
provides the PUC, the utility and its ratepayers with the
greatest potential assurance that a utility is adequately
prepared to address cyber security threats. See ANOPR at
13.
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4. The PUC welcomes comments describing the ap-
proaches taken by other state public utility commissions
to address public utilities’ cybersecurity fitness and evalu-
ating their respective costs and benefits. See ANOPR at
13.

5. Would changes to the cybersecurity aspect of
52 Pa. Code § 101.3 impact the physical security, emer-
gency response and/or business continuity aspects of the
rule and/or Chapter 101 generally? The PUC seeks
comment on the nature and extent of such foreseeable
impacts and ways to address those impacts. See ANOPR
at 13.

6. The PUC seeks comment on whether the self-
certification regulations should be applied to additional

types of entities that are subject to the PUC’s supervi-
sion? See ANOPR at 13.

7. The PUC seeks comment as to whether there are
public utility types which should be wholly or partially
exempt from the self-certification, based on easing the
regulatory burden on small businesses, or for other
reasons. See ANOPR at 14.

Improving the Self-Certification Form (SCF) Process

8. The PUC seeks comment on ways to streamline and
otherwise improve the filing, handling, and storage of
SCFs. See ANOPR at 15.

9. The PUC seeks comment on whether and how to
streamline the self-certification form, plan and reporting
requirements to better calibrate the benefits of the exist-
ing regulations against the burdens they place on regu-
lated entities, especially smaller utilities, and on PUC
staff. See ANOPR at 15-16.

Updating Cyber Attack Reporting Regulations

10. The PUC seeks comment on potential ways to
revise the reporting criteria in its existing regulations,
including the potential addition of new requirements for
reporting incidents involving IT. See ANOPR at 17.

11. The PUC seeks comment with respect to the con-
tinuing efficacy of the $50,000 reporting threshold. See
ANOPR at 17.

Merging the Self-Certification and Cyber Attack Reporting
Regulations

12. The PUC seeks comment on the pros and cons of
merging the self-certification and cyber incident reporting
regulations into a single chapter of the Code, and other-
wise eliminating unintended or unjustified inconsistencies
in the existing regulations. See ANOPR at 18.

Cost-Benefit Analysis

13. The PUC seeks comment on how best to justify
revisions to the existing regulations under the Regulatory
Review Act standards. In particular, the PUC seeks
comment on how the costs and benefits associated with

its existing regulations, and any revisions thereto, can be
objectively quantified and evaluated. See ANOPR at 19.

Eliminating Regulatory Duplication and Overlap

14. The PUC seeks comment on the potential for
conflict, overlap, redundancy, or other bases warranting
review in the interplay between the PUC’s cybersecurity
regulations (and revisions thereto) and Federal initia-
tives, including but not limited to the Cyber Incident
Reporting for Critical Infrastructure Act of 2022
(CIRCIA). See ANOPR at 21.

Other Matters

15. Finally, the PUC seeks comments as to any addi-
tional considerations that parties may wish to raise at
this time relating to PUC oversight and regulation of
public utilities and licensed entities as it relates to their
cybersecurity fitness. See ANOPR at 21.

[Pa.B. Doc. No. 22-1895. Filed for public inspection December 9, 2022, 9:00 a.m.]

ENVIRONMENTAL QUALITY BOARD

Acceptance of Rulemaking Petition for Study

On November 15, 2022, the Environmental Quality
Board accepted a rulemaking petition for study under
25 Pa. Code Chapter 23 (relating to Environmental Qual-
ity Board policy for processing petitions—statement of
policy). The petition, submitted by the Brodhead Water-
shed Association, requests the amendment of 25 Pa. Code
§ 93.9¢ (relating to Drainage List C) to redesignate a
section of Brodhead Creek in Monroe County, from the
Middle Branch headwater to the confluence with Paradise
Creek, from high quality cold water fishes, migratory
fishes to exceptional value, migratory fishes.

Under 25 Pa. Code § 93.4d(a) (relating to processing of
petitions, evaluations and assessments to change a desig-
nated use), the Department of Environmental Protection
(Department) is required to publish a notice of intent to
assess candidate waters. The Department’s assessment
notice for this rulemaking petition will appear in a future
issue of the Pennsylvania Bulletin.

The previously-referenced petition is available to the
public by contacting the Environmental Quality Board,
P.O. Box 8477, Harrisburg, PA 17105-8477, (717) 787-
4526, and is accessible on the Department’s web site at
www.dep.pa.gov (select “Public Participation,” “Environ-
mental Quality Board,” “2022 Meetings,” then “Meeting
Agendas/Minutes/Handouts; November 15, 2022: In-
Person/WebEx Meeting”).

RAMEZ ZIADEH, PE.,
Acting Chairperson
[Pa.B. Doc. No. 22-1896. Filed for public inspection December 9, 2022, 9:00 a.m.]
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